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Please be advised, there is currently a Defense Travel 
System (DTS) themed phishing email targeting DoD 

personnel.

THIS IS A PHISHING ATTEMPT! DO NOT OPEN THE 
ATTACHMENT! 

Though the email appears to be sent from 
"DefenseTravelSystem@defensetravel.osd.mil" with a 
subject of "Defense Travel System correspondence,“ it is a 
phony address created by a malicious cyber network.

The content directs users to a phony website, which prompts 
users for login credentials, and personally identifiable 
information (PII). 

This email is not legitimate and is in no way associated with 
the authentic Defense Travel System. Please do not open 
the attachment, nor follow any of the links in the email. 

Actions required: If you receive the email described above, 
delete it immediately and clear your "Deleted Items" folder. 

Users receiving this email are asked to report the incident to 
the local IT Help Desk or call the Regional Cyber Center-

Korea @ 315-764-3925.  
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