Chapter 18
Audits, Reviews, Inspections, Investigations, and Management Controls

18–1. Audits and reviews

Audits and reviews are implemented by DODI 7600.6 and DODI 1015.15.

a. The DOD Inspector General will establish NAFI/entity audit policy and provide general audit oversight responsibility.

The U.S. Army Auditor General will ensure that NAFIs/entities are provided adequate audit coverage.


b. An audit committee made up of senior officials, independent of NAFI/entity management, will oversee NAFI/ entity audits. The committee will establish audit requirements based upon risk assessments, identify contract deliverables, and monitor the contracts for certified public accounting firm’s execution of financial statement audits. A senior member from the U.S. Army Audit Agency (USAAA) will serve as an advisor to the audit committee but may not be a voting member of the committee.


c. The Director, Defense Contract Audit Agency, upon request, will provide reimbursable audit services on NAF contracts exceeding $500,000.


d. The use of nonappropriated funds for NAFI/entity audits or reviews is the preferred method. MWR programs will be authorized nonreimbursable use of appropriated funds and/or personnel to conduct audits or reviews.


e. Private organizations on installations will not be authorized nonappropriated funds or appropriated funds or personnel for auditing their operations. However, funding and personnel will be authorized for official inquiries into the operations of private organizations on installations.


f. USAAA audits will be conducted in accordance with AR 36–2. Internal Review Office engagements will be conducted per AR 11–7. Procedures for conducting internal audits/reviews of DOD operations, systems, programs, and functions are in DOD 7600.7–M.


g. MWR programs may be audited or reviewed as a system or on a functional basis. Examples of functions that can be audited or reviewed are personnel management and cash controls.


h. Annual financial audits or reviews will be conducted on all NAFIs/entities with annual revenues or expenses that exceed $7 million and those NAFIs/entities with operations deemed to be highly sensitive because of the potential for fraud, waste, abuse, or wide public exposure. The Office of the DOD Inspector General will be the approval authority (in writing) for any exceptions to the dollar limitation. Other audits or reviews will be completed as deemed necessary by management based on risk assessments and within resource availability.


i. An annual independent financial audit of all central NAFIs/entities (see chap 3) and IMA Region NAFIs is required to obtain properly certified statements as to financial condition. The garrison MWR operating entity will be considered part of the IMA Region NAFI. The audit opinion will be the basis for the Army’s annual MWR Financial and Personnel Management Report submitted to the Office of the Secretary of Defense as required by DODI 1015.15. When contracting with a certified public accounting firm, the Army Auditor General must approve the solicitation before its release and contract award. Contracts will comply with Generally Accepted Government Auditing Standards as well as other applicable DOD or Office of Management and Budget audit standards and will include a provision to allow for technical review by USAAA when deemed necessary. USAAA will make the decision whether a technical review is required. Internal review offices will act as the Contracting Officers Representative. USACFSC will schedule and coordinate the contracting for NAFI/entity audits and related activities with USAAA.


j. Internal review or USAAA personnel, rather than certified public accounting firms, will be used for reviews or audits involving potential fraud or other serious improprieties.


k. Terminal audits or reviews must be performed for all NAFIs/entities being disestablished.


l. If evidence of a criminal offense, fraud, gross mismanagement, wrongdoing, or misconduct is detected, notification will be made to the installation provost marshal’s office and/or the Army Criminal Investigation Command. Additionally, theft, suspected theft, negligence, conflict of interest involving appropriated or nonappropriated funds or property valued at more than $100,000 will be reported as a Category 2 Reportable Serious Incident. A Serious Incident Report (SIR), if applicable, is submitted per AR 190–40 to the Provost Marshal General, ATTN: DAPM–OPS, within 24 hours of discovery or notification at the installation level. After a SIR is submitted, the local garrison commander may conduct an investigation to determine the cause and fix responsibility.
18–2. Inspections

Inspections are conducted per AR 1–201.

18–3. Investigations


a. Investigations into NAFI/entity losses will be conducted per appendix M using AR 735–5 as a guide and initiated when—

(1) Prescribed by a relevant Army regulation.

(2) Directed by a commander or approving authority.

(3) Required to establish proof of loss for NAFI/entity insurance purposes as prescribed in chapter 19.

(4) Cash or NAF property losses over $2,000 are a result of—


(a) Apparent theft when there are no visible signs of breaking and entering.


(b) An unexplained disappearance of cash or NAF property.

(5) Inventory variances exceed $500.

(6) Retail sales accountability variances exceed $500.

(7) Circumstances indicate—


(a) A lack of or disregard for management control procedures.


(b) Fraud, dishonesty, willful misconduct, recklessness, or wanton disregard for the safekeeping of NAF assets.


(c) Individual actions are beyond the scope of employment or permitted use.

(8) Second or succeeding loss occurs at the same location under similar circumstances.


b. In lieu of appendix M procedures, garrison commanders may use reports of survey prescribed by AR 735–5.


c. An AR 15–6 investigation will be required for sensitive items or where circumstances exist as outlined in AR 735–5.


d. Claims against contractor or commercial entities will be processed per ARs 27–20, 27–40, and 215–4.
18–4. Key management controls


a. Key management controls, as defined in AR 11–2, are “those controls that are absolutely essential to ensuring that critical processes operate as intended and that resources are safeguarded from fraud, waste, and misuse.” Key management controls for manager evaluation are outlined in appendix N of this regulation. Key management control checklists can be found through the ASA(FM&C) Financial Operations, Management Control Web page, www.asafm.-army.mil/fo/fod/mc/mc.asp or via the USACFSC Internal Review management control Web page, www.armymwr.org/home/Show_file.asp?fileID=912.

b. Evaluation of management controls includes a detailed, systemic, and comprehensive examination to determine whether controls are in place, being used as intended, and effective in achieving their purpose. Formal management control evaluations of key management controls must be conducted at least once every five years; however, controls for high-risk areas may require more frequent evaluation.


c. Evaluations must be based on actual testing of these key management controls and must make a specific determination of their effectiveness. This evaluation must be supported by documentation that clearly indicates who conducted the evaluation and when, what methods were used to test the key controls, what management control deficiencies (if any) were detected, and what corrective actions were taken. Certification that an evaluation was conducted is documented on DA Form 11–2–R (Management Control Evaluation Certification Statement (LRA)). 
